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MUSEUM
Tables of Items Specification:

1. Controller & Management Specification:

#No.

Comply

29-

accounting (AAA) standards such as IEEE 802.1X and RADIUS.

Required Specification Yes/ No Note/Page(s)
1.1- The equipment shall conform to the industry standard specifications
issued by IEEE 802.11a/802.11b/802.11g, 802.11d, 802.11w, 802.11n,
802.11ac and 802.11ax.
1.2- | The controller shaIl__support up to 64 access points.
1.3- Bidder should provide the required license to operate 16 Access points
=h persite. = 000000
1.4 The controller shall support up t0 256 VIANs
1.5- Controller shall support throughput up to 1 Gbps.
1.6- | The controlier shali support minimum two 10/100/1000 Ethernet T, TR o R
1.7- The controller shall be able to detect any rouge AP, classify rouge from
| interfering APs, locate any rouge AP on the map, and contain it
automatically when needed (manual containment option is not
.| accepted)
1.8- | Controller shall support different Authentacatlon authorization, and

Three years full warranty and support from the mother company and

| local partner.
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Controller shall support cllfferent securlty standards such as WPA WPA2 <
1.10- | Controller shall support different encryption such as WEP, AES, DES-
. LGBC, = | ik
| 1.11- | The controller must support internal routing, bridging and spanning tree |
capabilities across its ports within the centralized switch/controller in
| order to enable ease of deployment and scalability.
1.12- | Support VLAN subnet management with multiple VLAN a55|gnment per
SSID.
1.13- | The system must support L2 and L3 roammg capabilities across APs.
1.14- | The system must be WMM-certified by the Wi-Fi alliance
1.15- | Centralized controller provides an easy to use (template based)
mechanism to support configuration of different groups of APs —
| without requiring a ) separate management interface. ey
1.16- Automatlcally recognize the type (eg. Apple 'OS) of the mobile device
connecting to the network. Please list the type of mobile devices your
| WLAN infrastructure can identify.
1.17- | Access Controller must be the same brand with switches and AP(s). -
1.18-




2. Indoor Access Points Specification:

; Comp|y R ——

#No. Required Specification Yes/ No Note/Page(s)
2.1- | Indoor Dual Radio and Dual Band Access Point.
2.2- | Should support 802.11ax with MU-MIMO
2.3- | Should support 802.11ax with 2x2:2 MIMO 802.11 DFS (Dynamic
frequency selection).
2.4- | 1x Auto sensing 10/100/1000 on the network port for Access Point
2.5- | Should st support Controller-based mode which offers centralized
configuration, data encryption, policy enforcement and network
services, as well as distributed and centralized traffic forwarding
2.6- | Minimum of 15 SSIDs available on each radio per access point
2.7- | Capable of multi-function services including data access, intrusion
detection, intrusion prevention, location tracking, and RF monitoring
| with no physical “touch” with license upgrade.
2.8- | Internal Antenna, Omnidirectional radiation pattern capabllltles
2.9- Support Bluetooth BLE 5 and 802.15.4 radio (for Zlgbee support) to
simplify deploying and managing loT-based location services, asset
tracking services, security solutions and loT Sensors
2.10- | Real time packet capture on the APs, without disconnecting clients,
Built-in technology that resolves sticky client issues for Wi-Fi 6 and Wi-Fi
5 devices _ i
2.11- | Should support for the latest Wi-Fi standard, IEEE’s new 802.11ax
specification. L
2.12- | Should extend support to a new generation of Wi-Fi clients, such as
smartphones, tablets, and high-performance laptops that have
______|integrated 802.11ax support.
2.13- | Should support dual radio, Orthogonal frequency division multiple | |
| access (OFDMA) and WPA3, Target Wake Time (TWT) c
2.14- | The AP supports dlrect DC power and Power over Ethernet
2.15- | Support Power-over-Ethernet (PoE) standard with full capacity
operation at full power of the radios
2.16- | Access points operating temperature 0 °C to +50 °C
2.17- | Bidder should install with cabling
2.18- | The AP supports work from day one with H/W Controller, controller,
| controller-less or Cloud management
2.19- | Full Installation (cables mstaltatlonk;t{puld be STP)
2.20- | Access points must be the same brand with switches and Access
Controller Access.
2.21- :

Th reeyears fu—llv—varrantyandsupport from the mother company and
local partner.
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3. Outdoor Access Points Specification:

#No.

Comply

Three years full warranty and support from the mother company and
local partner.

Required Specification Yes/ No Note/Page(s)
3.1- | Outdoor Dual Radio and Dual Band Access Point with Weatherproof,
temperature- Hardened, and rated IP-67.
3.2- | Should support 802.11ax with MU-MIMO
3.3- | Should support 802.11ax with 2x2:2 MIMO DFS (Dynamic frequency
| selection). I )
3.4- | 1x Auto sensing 10/100/1000 on the network port for Access Point
3.5- | Should support Controller-based mode which offers centralized
configuration, data encryption, policy enforcement and network
ShE services, as well as distributed and centralized traffic forwarding e )
3.6- | Minimum of 15 SSIDs and BSSIDs available on each radio per access
. boint
3.7- | Capable of multi-function services including data access, intrusion
detection, intrusion prevention, location tracking, and RF monitoring ~
with no physical “touch” R - ORI Wy p
3.8- | Internal Antenna, Omnidirectional radiation pattern capabilities :
3.9- | Real time packet capture on the APs, without disconnecting clients,
Built-in technology that resolves sticky client issues for Wi-Fi 6 and Wi-Fi
5 devices 7
3.10- | Should support for the latest Wi-Fi standard, |IEEE’s new 802.11ax
| secification. :
3.11- | Should extend support to a new generation of Wi-Fi clients, such as
smartphones, tablets, and high-performance laptops that have
integrated 802.11ax support.
3.12- | 5.12 Should support dual radio, Orthogonal frequency-division multiple
. access (OFDMA) and WPA3, Target Wake Time (TWT)
3.13- | Outdoor AP operating temperature of -20 °C to +65 °C.
3.14- | The AP supports Power over Ethernet
3.15- | Support Power-over-Ethernet (PoE) 802.3at/bt standard with full
capacity operation at full power of the radios
3.16- | Bidder should install with cabling
3.17- | The AP supports work from the day one with H/W Controller, virtual
controller, controllerless, or Cloud management
3.18- | Access points must be the same brand with switches and Access
Controller Access.
T
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4. Edge Switch Specification:

Comply

#No. Required Specification Yes/ No Note/Page(s)
4.1- | Should have 24 x 10/100/1000BASE-T ports with Full PoE 370W and 4x
1GbE (SFP/SFP+) uplink ports.
4.2- | Should be stackable switch and support minimum 6 switches in the
stackatleast. - N
4.3- | Wire-speed high performance switching with line rate on all ports (non-
blocking architecture)
4.4- | Switching Capacity: 130 Gbps at least
4.5- | Should support full Layer 3 T, s
4.6- | Switch Must be enterprise level switch (SMB not Approved)
4.7- | Full Installation
4.8- | Edge Switch must be the same brand with Access Points and Access
Controller.
4.9- | Three years full warranty and support from the mother company and
local partner.
5. Aggregation Switch Specification:
#No. Required Specification s::;‘:: Note/Page(s)
5.1- | Should have 48 x 10/100/1000BASE-T ports with Full PoE 740W and 4x
.| 1GbE (SFP/SFP+) uplink ports. s = s
5.2- | Should be stackable switch and support minimum 6 switches in the
| stackat |east. et e
5.3- | Wire-speed high performance switching with line rate on all ports (non-
___ |blocking architecture)
5.4- | Switching Capacity: 175 Ghps at least B
~5.5- | Should support full Layer 3 B
5-6- | Switch Must be enterprise level switch (SMB not Approved)
5.7- | Full Installation
5.8- | Aggregation Switch must be the same brand with Access Points and 7
Access Controller.
5.9

Three years full warranty andﬁsupport from the mother company and

local partner.
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6. Core Switch Specification:

#No. Required Specification 5:;‘?;:; Note/Page(s)
6.1- | Should have 48 x 10/100/1000BASE-T ports with Full PoE 740W and 8x
1GbE/10GbE (SFP/SFP+) uplink ports.
~ 6.2- | Should be stackable switch and support minimum 10 switches in the
stack at least. T
6.3- | Wire-speed high performance switching with line rate on all ports (non-
blocking architecture)
6.4- | Switching Capacity: 256 Gbps at least
6.5 Forwarding Capacity: 190 Mpps at least
6.6- | Should support full Layer 3.
6.7- | Switch Must be enterprise level switch (SMB not Approved)
6.8- | Full Installation S s L e 5
6.9- | Core Switch must be the same brand with Access Points and Access ’
Controller.
© 6.10- | Three years full warranty and support from the mother company and
local partner.
7. Cabinet 15U Specification:
’ #No. Required Specification ;:::?TN:Z: Note/Page(s)
i 7.1- | Fan + PDU power distributor unit 6 output
8. Cabinet 6U Specification:
l #No. Required Specification : 5:;7::: J Note/Page(s)
[ 8.1- | Fan + PDU power distributor unit i
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9. Web Application Specification:

Introduction: The Web Application will retrieve data (text, audio, video, multimedia
content) through QR Code labeled on the artifact piece in the exhibitions by using of
any reading program — QR Code Reader - on the cell phone which in turn reads the
label on the artifact as it opens the link of content and data Which belongs to the
piece from the server to show the web page of artifact data in the museum halls.

#No. Required Specification 5::;‘:! : Note/Page(s)
9.1- | System contains parts such as admin & client or more parts if needed,
for configuration, transaction ...etc.
9.2- | Define users and system privilege.
9.3- | Define new item with all details.
~ 9.4 | No limit for the number of QR codes defined on the system _
9.5- | Allow upload Audio, VldeomText & Phone for each item.
9.6- | Allow edit delete items data.
9.7- | Define item category
- 9.8 [Reportingsystem
99 | P'o;'sullaility to define advertisement as photo or link ;
| 9.10- | Web appllcatlon open from dynamlc QR Code for each item :
9.11- | Scan the QR code from any mobile device to access the items page
9.12- | Each page contains full item details, text, photo, Audio & Video.
9.13- | Allow share or download item details :
9.4 AI:—‘ossmiIlty to add phone visitor phone number and email.
945 | Possibility to send note, suggestion or complain. :
9.16- | Rating system
9.17- | View helpful links or advertisement
9.8 Develop aweb applioElEion to scan a QR Code then to retrieve data
related to the scanned object from database on windows server.
9.19- | The applicatio'n will pIa\) a voice record, video and text data related to
| the scanned object.
9.20- | The appllcation will be worked on andrond 10S and windows devices.
9.21-

Bidder will take responsibility to install, configure and run the
application. Bidder will install any necessary DB on the server and

retrieving data from/to App.

install, configure system (application or software) on server to connect,
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The web aﬁllai-i'éationuéﬁpﬁbrt Arabic, English and Sign language (through

9.23-

The supplier provides the software update, fixing bugs, security
updates, and upgrades to reach stability for the application.

9.24-

Three years full warranty and maintenance from the mother company
and supplier.

10. UPS Specification I:

#No. Required Specification | :::;F'::z Note/Page(s)
10.1- | 3kVA UPS Rack and Single-Phase Online UPS
10.2- | Vin120~295 and Vout 208/220/230/240

 10.3- | Internal Batteries 6x9Ah 12v. :

104 | Three ‘\;‘é_;rs full wé'i'*?afﬁﬁf'a nd suppo?’fﬁiﬁm the mother company and

local partner.

11. UPS Specification II:

#No. Required Specification Yes/ No Note/Page(s)
11.1- | 1.5kVA UPS Tower
11.2- | Line interactive UPS
11.3- | 1:1 Phase
© 11.4- | Batteries with 2 x 12V 9ah
11.5- | Three years full warranty and support from the mother company and | |
local partner.

12.Fiber Cable Specification:

i i e = Comply
#No. |
o Required Specification Yes/ No Note/Page(s)
12.1- | Fiber cable multimode OM4 12 Core
12.2- | Fiber cable must be rodent resistant. | |
T 18

Three years full wa franty and support from the mother company and
local partner.
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The Works and conditions must be considered (el JlsYi ¢ bog adl):

y

10.

11.

12.

13.

14,

Procure, supply, deliver, install, configure, integrate and test the hardware listed in
BOQ, along with related software functionalities/features.

Provide all needed equipment’s including (transceivers, patch-cords, licenses, Patch
panel ODF) if exist. Any equipment needed to make the solution work properly
should be provided by the winning bidder even if not listed in BOQ.

Testing all hardware equipment listed in the RFP,

The winning bidder is responsible for complete the cabling, testing and labeling
needed for the access points and switches (cables between Access points and
uplinks between core switches and the proposed switches is bidder responsibility).

A Site survey is required to be done by the bidders

Provide licenses, warranty, maintenance and support for offered hardware,

software and subscription for 36 months starting from the date of preliminary
acceptance.

Fiber cable installation include termination, labeling and testing between core
switches.

Cables manufacture must be well known brand.
The cables installation should be STP for Access points (AP).

The only eligible brands for this submittal should be only European, USA or Canada
and other manufacturers are not qualified for tendering.

The bidder provides at least two certified and valid professional certificates from

the mother company for the technical support team stating that they are qualified
and approved for the technical support process.

The column with label “Note/Page(s)” in specifications tables, the vendor or
supplier should be using it to fill with the page(s) number and/or section(s) that

matched the specification(s) in technical sheet that supplier provided with tender
papers.

Any words such as “support/supporting/supported” mentioned in Items
specifications means also “work/working/worked”.
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Bill of Quantity (BOQ):

#No. Item Unit | Qty | Unit Total
Price

1. | Wireless Controller PC 1
2. | Wireless Controller Support Licenses for 3 years Year 1
3. | Access Points Support Licenses for 3 years Year 30
4. | Indoor Access Point PC 28
5. | Outdoor Access Point PC 2
6. | Edge Switch 24 POE PC 4
7. | Aggregation Switch 48 Full POE PC 5
8. | Core Switch 48 POE PC 2

9. | Fiber Cable Uplink - Need Site Survey - Meter | 1100

Redundancy in some areas (Estimated meters).

10. | Cabinet 15U PC 2
11. | Cabinet 6U PC i
12. | Patch Panel 24 STP PC 15
13. | Organizer PC 15
14, | Patch Panel ODF PC 14
15. | SFP+ 10GB MM PC 26
16. | Patch Cord Fiber PC 26
17. | Patch Cord STP PC 30
18. | DAC Cable 10GB PC 6
19. | UPS 3.0 KVA PC 2
20. | UPS 1.5 KVA PC 1
21. | Cable needed (STP) PC 30
22. | Web Application PC LS
23. | Installation Lot 1
24. | Training Seat 2

Total

Tax

Grand Total

End of Document
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